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1
LOI MO DAU
1. Ly do chon dé tai

Cung voi sy phat trién nhu vii bdo cua mang Internet hién
nay, cac hinh thirc tan cong tir chdi dich vu phan tan (DDoS) ciing da
va dang phat trién mot cach manh mé trong nhirng nim gan day. Tan
cong tir chdi dich vu gy can kiét tai nguyén hé théng hoac ngap lut
duong truyén, lam gian doan qua trinh cung cap dich vu cho nguoi
dung hop phép, hoic nguy hiém hon 1a c6 thé khién toan bo hé théng
ngirng hoat dong. Nguy hiém hon nita 1a tin cong DDoS rat kho phat
hién va chua c6 cach phong chdng hiéu qua do sb luong cac host bi
diéu khién tham gia tin cong thuong rat 16n va nam rai rac ¢ nhiéu
noi. Vi vay day 1a mot méi de doa thuong truc ddi vai hé théng mang
va may chu dich vu caa cac co quan va té chic.

Do tinh chit dic biét nguy hiém cua DDoS, nhiéu giai phap
phong chéng di dugc nghién ciu va dé& xuét trong nhimg nim qua
nham phét hién va chéng lai cac cudc tan cong dang nay. Tuy nhién,
cho dén hién nay gan nhu chua c6 giai phap don nhat ndo c6 kha
ning phong chong DDoS mét cach toan dién va hiéu qua do tinh chat
phtic tap, quy md 16n cing vai tinh phan tan rat cao cua tan cong
DDoS.

Trén co s& do, toi da lya chon dé tai: "Nghién cieu phat hién
tin cong DDoS dua trén IP entropy". Dé tai nham tap trung nghién
ctru phuong phap phat hién sém tan cong DDoS duya trén tinh toan

entropy cua dia IP ciia cac ngudn khoi phat tin cong, 1a mot trong cac
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huéng nghién ciru c6 dugc nhiéu nha nghién ciu quan tam va cho két
qua kha quan.
2. Cau tric caa luan vin

Luan vin gom 3 chuong:

Chuong 1: Téng quan vé tan cong DoS/DDoS va céc bién
phép phong chéng.

Chwong 2: Phét hién tan cong DDoS duya trén IP entropy.

Chuong 3: Thir nghiém va két qua.

Trong d6 luan van tép trung vao chuong 2 va chuong 3 voi
muc dich nghién ctru mot md hinh phét hién tan cong DDoS duya trén
IP entropy sau dé thyuc hién céc thir nghiém nham danh gia tinh hiéu
qua cta phuong phép nay.

3. Muc dich nghién cau

- Nghién ctu tong quan vé tin céng DoS/DDoS

- Nghién ctru va thir nghiém mé hinh phét hién théng qua IP entropy.
4. Péi twong nghién ciu

- C4c dang tan cong DoS/DDoS trén mang may tinh

5. Pham vi nghién ctru

- Nghién ciru va thir nghiém bién phéap phong chdng tin céng DDoS
dugc thyc hién trén tang IP cua cac méay chu dich hodc router mang
dich.

6. Phwong phap nghién ciru

- Phuong phap nghién ciru ly thuyét

- Phuong phap thuc nghiém, phan tich két qua
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CHUONG 1: TONG QUAN VE TAN CONG DOS/DDOS
VA CAC BIEN PHAP PHONG CHONG

1.1. Khéi quét vé DoS/DDoS
1.1.1. Tdn cdng DoS va céc dgng tén cong DoS
1.1.1.1 Giéi thiéu ve tan cong DoS

Tan cdng tir chéi dich vu (Denial of Service — DoS) 1a mot t6
hop cac cach thic tin cong ma mot nguoi 1am cho mot hé thdng
khong thé str dung, hoic 1am cho hé théng d6 chdm di mot cach déng
ké voi nguoi dung binh thuong, bang cach lam qua tai tai nguyén cua
hé théng.
1.1.1.2 Céc dang tan cong DoS
1.1.1.3 Mgt sé ky thugt tan cong DoS
1.1.2. Tdn cong DDoS va kién trdc tdén cong DDoS
1.1.2.1 Gisi thiéu vé DD0S

Téan cong tir chéi dich vu phan tan (Distributed Denial of
Service) la mot dang tan cong DoS phét trién & mirc d6 cao hon . Béi
VGi tan cdng DoS, luu lugng tin cong thuong chi duoc khai phat tir
mét, hodc mot s6 it host ngudn trong khi luu lugng tan cong DDoS
lai duoc khoi phat tir rat nhidu host nam rai rac trén mang Internet.
1.1.2.2. Kién tric tan cong DDoS
1.1.3 Phan logi tén cong DDoS
1.1.3.1. Dua trén phwong phdp tan cong
1.1.3.2. Dya trén muc do tu dong



1.1.3.3. Dyra trén giao thuic mang
1.1.3.4. Dua trén phuong thirc giao tiép
1.1.3.5. Dura trén cuong dé tan cong
1.1.3.6. Dura trén viéc khai thac cac 16 hang an ninh
1.2. Céc bién phap phong chéng tin cong DDoS
1.2.1. Dyea trén vj tri trién khai
1.2.2. Dwa trén giao thic mgng
1.2.3. Dwa trén theoi diém hanh déng
1.3. M6 ta bai toan cia Luén van

Bai toan cua luan van 1a nghién ciu phat hién tan cong
DDoS dua trén IP ngudn entropy. Bing cach tinh toan hé sé entropy
cua IP ngudn cua cac goi tin gui dén, ching ta c6 thé phat hién duoc
thoi diém ma tin tic phat dong mot cudc tan cdng mang. Phuong
phép nay bao gém hai giai doan chinh 1a giai doan huan luyén va giai
doan phét hién. Tai giai doan huan luyén, hé sé entropy cuaa IP nguon
ctia cac goi tin s& duoc tinh toan khi luu lwong mang dién ra mot
cach binh thuong. Tir d6 ching ta s& c6 duoc mot hd so mang bao
gom céc trang thai cua mang 1a binh thuong. Trong giai doan thir hai
hay giai doan phét hién, entropy cua IP ngudn caa cac goi tin s& duoc
tinh toan mot cach lién tuc va so séanh vai hd so mang di c6 trude do,
néu gia tri cia entropy thay doi nam ngoai giGi han cho phép thi dong

nghia véi viéc di c6 mot cudc tin cong DDOS xay ra.



1.4. Két luan chwong 1

Chuong 1 trinh di dwa ra mot cach nhin tong quan vé
phuong thtrc tin cdng mang DoS/DDoS nhu cac dang tin cong, kién
trdc tan cong, phan loai cac dang tin cong DoS/DDoS. Thém vao do,
mot s6 bién phap phong chong co ban ciing da dugc dua ra véi muc
dich ngdn chan cac cudc tin cdng mang. V§i su phat trién lién tuc va
nhanh chéng ctia mang Internet hién nay thi viéc nghién ctru va dua
ra cac bién phap phong chéng tan cong mang DoS/DDoS la that sy
can thiét.
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CHUONG 2: PHAT HIEN TAN CONG DDoS DUA TREN
IP ENTROPY

2.1. Khai quét vé entropy
2.1.1. Khai nigm entropy va s#ng dung trong phat hi¢n bat
thwong mang

Entropy la thudc do cua su khdng chic chan (uncertainty) c6
thé duoc sir dung dé tong hop phan bé cua cac tinh chit ¢ dang rat
gon, ching han nhu sé don (single number). C6 nhiéu céc dang
entropy, nhung chi c6 mot s it dugc tng dung cho viéc phat hién cac
bat thudng trong mang va phd bién nhat 1a Shannon entropy [11].
Shannon entropy duoc ung dung nhu entropy twong ddi va entropy
c6 diéu kién dé phat hién cac dau hiéu bat thuong trong mang.
2.1.2. Shannon entropy va entropy tham sé
2.1.2.1 Shannon entropy

Dinh nghia vé& entropy dugc xuit hién lan diu vao nhiing
nam 1950 boi Clausius trong nganh nhiét dong luc hoc [19]. Nam
1948 Shannon dua entropy vao ly thuyét théng tin [20]. Trong ly
thuyét thdng tin, entropy 13 mét thude do cua sy khéng chic chin
lién quan dén mot bién ngau nhién. Cang nhiéu cac bién ngiu nhién
thi entropy cang l6n va nguoc lai, bién cang chac chéin thi entropy
cang nho. Bbi v mot phan bd xac suat p(X = x;) caa mot bién roi

rac, ngau nhién X, Shannon entropy dugc dinh nghia nhu sau:



Hy(0) = Z p(x;) log, —— d

(Xl)
X 1a mot dac trung (feature) ma c6 thé nhan cac gia tri {x1 ...
xn} va p(x;) 1a ham khéi xac suat cia dau ra x;. Entropy cua X ciing
c6 thé duogc hiéu 1a gia tri ky vong cia log, ﬁ. Co sb cua logarit
c6 thé st dung 1a a = 2 (nh; phan), a = e (tw nhién) hoic a = 10 (thdp
phéan).
2.1.2.2 Entropy tham s¢
2.1.3. Mgt sé dang entropy khac
2.1.3.1 N-gram entropy
2.1.3.2 T-Thong tin va T-entropy
2.2. M6 hinh phét hién tan cong DDoS dwa trén entropy cia
IP nguon
2.2.1. Gigi thigu m6 hinh
Mic du dic diém cua tin cdng DDoS la cac nguon khai phét
tan cong c6 s6 luong 16n va phan tan trén mang Internet, tin xuat guri
C4c y&u cau tin cong tir mdi host dén méy nan nhan 1a kha I6n. Ngoai
ra, do cac dia chi IP gia mao thudng duoc sir dung trong cac yéu cau
tan cong DDoS, nén mién dia chi IP ngudn cua cac yéu cau gia mao
c6 nhiéu khéc biét so voi mién IP cua cac yéu cau hop ¢
[23][24][25]. Trén co sé tinh cac mau entropy cua IP ngudn cia cac
yéu cau truy nhap khi hé théng ¢ trang thai 1am viéc binh thuong, c6

thé giam sat phat hién tan cong DDoS trén co s lién tyc tinh entropy
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IP ngudn cua cac yéu cau truy nhap va so sanh véi cac mau entropy

da thu thap trong trang thai lam viéc binh thuong.

M0 hinh phat hién tin cong DDoS duya trén entropy cua IP

ngudn goém 2 giai doan: huan luyén va phét hién nhu biéu dién trén

Hinh 2.1.

Che gdi tin cda véu ciiu
truy nhép binh thudmg

h 4

Trich ra dia chi
IP nguin

h 4

Tinh entropy cia
chudi 1P ngudn

a) Giai doan hudn luyén

Ciic goi tin cliia yéu ciu
truy nhédp gidgm sat

v

Trich ra dia chi IP ngudn

v

Tinh entropy cla
chudi IP nguén

»
Y
// e
f//./ ""ﬂ-\.._\_\_\_‘\
- .
- Doi sanh T
""-\-\_\_\_H_ //
- e
H-\.\_\_w/f/
Binh thudmg Tan cong

b} Giai doan phat hi¢n

Hinh 2.1: M6 hinh phat hién tdn cdng DDoS dwa trén entropy

cia IP ngudn



2.2.2. Hoat d¢ng ciia md hinh

M0 hinh phéat hién tan cong DDoS duya trén entropy cua IP

ngudn gdm 2 giai doan: (a) huan luyén va (b) phat hién.

2.2.2.1 Giai dogn hudn luyén

Giai doan huan luyén gom céac budc:

Thu thap dit liéu: Dir liéu céc goi tin IP ding cho huan
luyén dugc thu thap trong diéu kién hé thong lam viéc
binh thuong, khdng c6 tan cong DDoS. Cac goi tin duoc
thu thap lién tuc trén card hoic cdng mang, hoic cé thé
str dung cac tap dir liéu cac goi tin IP c6 san.

Trich dia chi IP nguén: Dia chi IP ngudn cua ting gai tin
dugc trich ra phuc vu cho tinh toan gia tri entropy.

Tinh entropy ctia chudi IP ngudn: sir dung phuong phép
ctra s6 truot theo thoi gian dé tinh entropy cua dit liu
huan luyén. Entropy duoc tinh toan bai cong thic (21)
mo ta & muc 2.1.3 véi K=1 va loggrith co sé 2. Céng
thuc (21) tro thanh:

n
H= —Z(pi log,p:)
i=1

Trong d6 p; 1a gia tri ctia xac suat xuat hién cua IP thi i
giri cac yéu cau dén may chu trén tong so cac IP dang gui
yéu cau trong khoang thoi gian cua cira s6 truot. Két qua
c4c gia tri entropy dugc luu thanh file dé sir dung cho

giai doan phat hién dong thoi cac két qua nay ciing cho
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phép quan tri vién c6 thé tinh toan duoc gia tri cua
entropy khi mang hoat dong trong thoi diém khong c6
tan cdng nam trong khoang nao.

2.2.2.2 Giai dogn phét hi¢n

Giai doan phét hién gom cac budc:

e Thu thap dir ligu: Dt liéu cac goi tin IP duoc thu thap
trong diéu kién giam sat hé thong, duoc thuc hién tuong
tu nhu trong giai doan huén luyén.

e Trich dia chi IP nguén: Dia chi IP ngudn cua ting gai tin
duoc trich ra phuc vu cho tinh toan gié tri entropy giéng
nhu trong giai doan huén luyén.

e Tinh entropy cuia chudi IP ngudn: sir dung phuong phép
ctra s6 truot theo thoi gian dé tinh entropy cua dir lidu
gidm sét. Céch thuc tinh toan entropy va kich thudc cua
s6 truot dwoc chon gidng nhu giai doan huan luyén, sau
d6 cac kich thude cua cira sb truot s& ting dan trong céc
thir nghiém sau dé xem xét anh huéng cua kich thudc
ctra s6 1én kha niang phan biét entropy cia mién luu
luong binh thudng va mién luu luong mang bi tan cong.

e Ddi sénh véi tap entropy mau: Thuc hién ddi sanh céc
gia tri entropy cta dit liéu giam sat véi mau entropy thu
dugc trong giai doan huan luyén. Két qua cua qua trinh
d6i sanh 1a dir ligu giam sat binh thuong (khi hé sb
entropy van nam trong khoang gié tri cia entropy duoc

tinh toan trong giai doan huin luyén) hay cé tin cong
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DDoS (khi h¢ s6 entropy nam ngoai khoang gia tri cia
entropy dugc tinh toan trong giai doan huan luyén).
2.3. Két luan chwong 2
Chuong 2 da dua ra mot cach khai quat vé entropy dong thoi
cling dua ra va so sanh mot s6 cac entropy khac nhau nhu Shannon
entropy, entropy tham sé, T-entropy va N-gram entropy. Ngoai ra,
chuong 2 ciing d4 dwa ra kién tric va phuong thuc hoat dong ciia mo

hinh phat hién tan cong mang st dung IP entropy.
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CHUONG 3: THU NGHIEM VA KET QUA
3.1. Thir nghiém phat hién tan cong DDoS dwa trén tap dir
liu gai tin offline
3.1.1. Gigi thigu cac bé dir ligu thar nghigm

Luan van st dung 2 bo dir lisu NZIX va CAIDA dé thu
nghiém md hinh phat hién tan céng DDoS dya trén entropy cia dia
chi IP nguén.

Bo dir liéu NZIX [26] 1a bo dir liéu thu thap theo dinh dang
Ethernet bai Network Research Group cua truong dai hoc Waikato,
New Zealand. Bo dit liéu gdm c6 835 triéu goi tin véi tong dung
lugng 200 GB duogc thu thap lién tuc trong 5 ngay vao thang 7 nam
2000. Trong bd dir liéu nay, luan van chi sir dung file dir liéu c6 ma
sb 20000709-000000 chura 21 triéu goi tin véi dung lugng 530 MB
cho thtr nghiém. Cong cu Libtrace duoc st dung dé doc céc file dir
liéu luu cac goi tin.

Bo dit lieu CAIDA [27] dugc st dung 1a CAIDA "DDoS
Attack 2007" chira vét luu lugng mang khoang 1 gio hé thong bi tan
cdng DDOS vao ngay 4 thang 8 nam 2007, tir 20:50:08 UTC dén
21:56:16 UTC. Tan cong DDoS nay gay ngap lut toan bd duong
truyén két ndi may chua dich voi Internet. Bo dit liéu duoc chia thanh
5 file v4i dung lugng khdng nén khoang 21GB.

3.1.2. Céc thir nghigm va két qua
3.1.2.1 Tinh mau entropy trong giai dogn hudn luyén

Thuc hién tinh toan entropy trén phan trich tap di lieu NZIX

trong thoi gian 600 gidy. Cira s6 thoi gian kéo dai trong 1 gidy nghia
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la gia tri cua entropy duoc tinh toan ting gidy cho cac ludng dit liéu
hop 1¢ trong mang. Két qua tinh toan entropy biéu bién trén do thi
Hinh 3.1. Gi4 tri cua entropy trong d6 thi nam trong khoang 6.0 toi
7.3, diéu nay cho thay rang gia tri cia entropy nam trong khoang
tuong duong nhau trong sudt khéi di liéu goi tin va khong co su bién

thién qué I6n trong mién gié tri cua entropy.

Entropy

=N W s NN w

i

1.0¢(
101.00 4
201.0(
401.0
501.00 A

Thoi gian (gidy)
Hinh 3.1: Entropy ciia cac gi tin hep phap theo cira sé thoi gian
3.1.2.2 Cac thur nghiém phét hi¢n

a. Kich ban 1

Kich ban ndy xem xét anh huéng cua mét cudc tan cong
DDoS Ién gié tri entropy: Két hop phan luu lwong mang trong 600
gidy duoc trich ra tir bo dir liéu NZIX véi mot phan dit liéu tan cong
DDosS trich tir bo dir liéu CAIDA, bit dau tir gidy ther 300 va két thic
vao gidy 360. Kich ban nay tap trung vao viéc phét hién tin cong dua
trén dia chi nguon.
(*) Tinh toan entropy sir dung ctra s6 kich thuéc 1 giay:

Trudce khi cudc tin cong bat dau, entropy dia chi nguén nam

hoan toan trong pham vi 6,0-7,3. Trong cudc tan cdng, entropy giam
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Xap xi 4 va chi dat & mac gan 2,0. Tong sé lan tinh entropy 1a 600.
Nhu vay, c6 thé thiy entropy sinh bai cac goi tin tan céng cé gia tri
khéc biét hoan toan so véi entropy sinh vai goi tin hop 16. Didu nay
cho phép phat hién cac cudc tin cong mot cach chinh xac.

(*) Tinh toan entropy sir dung cira s6 kich thudc 2 gidy:

Thuec hién kiém tra ludng dit liéu hop phéap ca hop phap va ca
dir liéu tan céng trong mang trong cing mot thoi gian: tinh entropy
cho ca luu lugng hop phép va luu luong tin cong duoc tinh toan sau
mdi 2 gidy. Tong sb lan tinh entropy la 300. Két qua tinh toan
entropy biéu bién trén d6 thi Hinh 3.2.

2
7J~—qm_.m!l-- s Pdo spapacpetvoge
5

Entropy

Fokow ko

05
0946

1000048
21.000252
24100148

321.002747

561.000244

401 0001324
451.00

Théi gian (giay)
Hinh 3.2: Entropy ciia luu lwgng hén hop véi cira sé 2 gidy

Trong thoi gian tir 1 gidy dén 300 gidy, gia tri cua entropy

trong do thi ndy nam trong pham vi 6.3- 7.4 va thoi gian tir 300 giay
dén 360 gidy, gia tri ctia entropy roi xuéng trong khoang 2,3-3,8. Sau
do, gi tri cua entropy tré lai nam trong pham vi hep 6,3-7,4 trong
khoang thoi gian tir 360 gidy dén 600 gidy. Két qua chi ra rang khi
gia tri entropy nam giira 6,3-7,4, thi hé théng mang hoat dong binh
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thuong, chi khi gia tri entropy giam dot ngot, hé thong mang d bi tan
cong giira khoang thoi gian 300 gidy dén 360 gidy.
(*) Tinh toan entropy sir dung cira s6 kich thuéc 5 giay:

Entropy duoc tinh bang cach ldy d6 dai cua cira s6 thoi gian

a5 giay.

|

Entropy
[l ST YRR SN I - S -
I

T T T T T T T T T T T
[fx] = = [} =t =+ ™~ = (%] =] [l Il
-t — =} o — Lial (=} o o~ o~ o Lot
[=1 o u (=] (o] ('] [Fal ('] (= = (=) o=
= = = = = - ~l — = = = =
= =] = = = = = = = = =] =]
= = = = = = = = = = = =
— = = = — = — — — — — —
L = s = L =] u = iy =] o
— — =] ] ] " = = L Ll

Théi gian (giay)
Hinh 3.3: Entropy ciia luu lwgng hén hop véi cira s6 5 giay
D6 thi trén Hinh 3.3 cho thiy rang trong suét thoi gian tan
cong, gié tri cua entropy nam trong khoang gitra 2,4-3,9, trong khi d6
gia tri entropy nam giira khoang 7,0-7,6 thi chi c¢é luu lwong mang
hop phap.
b. Kich ban 2
Thir nghiém & kich ban 2 tap trung xac dinh mat do cac goi
tin khi hé théng mang binh thuong va mat do goi tin khi hé thng
mang bi tin cong DDoS. Kich ban nay ciing sir dung bo dit liéu luu
lugng mang trong 600 gidy nhu Kich ban 1. C6 9.050.000 goi tin
dugc chuyén qua mang trong khoang thoi gian nay. Trong kich ban

nay, entropy duoc tinh toan theo ctra sb 1a sb goi tin.
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(*) Ctra 56 s6 goi tin 1a 100 vai toan bd luu lugng mang binh thudng
Két qua biéu dién trén Hinh 3.4, trong do truc x biéu thi cho
sb lugng goi tin va truc y biéu thi cho cac gié tri entropy cua cira s6
100 goi tin. Nhu vy, 90.500 lan entropy duoc tinh todn va thé hién
trong d6 thi, vi vay do thi tré nén dong duc hon va cac gia tri duoc
biéu rat day. Trong biéu d6 nay, gia tri cua entropy nam gita 3,0-6,1,

khi chi c6 luu lugng mang hgp phap dugc luu thong qua mang.

7

Entropy
(=] - ~N w + w oy

100
50100 A
100100 1
150100
200100
250100 1
300100 1
350100 A
400100 1
450100
S00100 4
S50100
600100 1
650100 4
700100
750100
800100
850100 4
900100 A

S6 g6i tin
Hinh 3.4: Entropy ciia lvu lwgng mang binh thwong véi cira so
100 goi tin

(*) Ctra 6 s6 goi tin 12 1000 vé6i luu lugng mang hdn hop

Sir dung luu lugng mang hon hop twong tu kich ban 1, thuc
hién tinh todn vai ctra s6 goi tin duwgc thuc hién nhu 13 1000 goi tin.
Gia tri cta entropy trong dd thi ndy nam trong pham vi 5,2-7,1, khi
mang dang & giai doan binh thuong va khi gia tri giam dot ngot
xudng va nam giira khoang 2,3-2,9 dong nghia véi viéc da c6 mot

cudc tan cong.
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pham vi 7,0-7,5, khi luu lugng mang binh thuong va khi gié tri giam
dot ngot xudng va nam giira khoang 2,8-3,9, thi da c6 mdt cudc tan
cong.

3.1.2.3 Mgt s6 nhdn xét

Tir cac thir nghiém, c6 thé rat ra mot s6 nhan xét:

e Mién gi4 tri cuia entropy (theo thoi gian hoac theo sb goi
tin) ciia luu mang binh thuong thuong kha 6n dinh trong
mot khoang hep, trong khi d6 mién gia tri ciia entropy cua
lwu mang khi bi tin céng c6 su khac biét rd nét véi mién
gié tri cua entropy cua luu mang binh thuong. Nhu vay,
c6 thé sir dung phan b gié tri entropy dé nhan dang tan
cbng DDoS mot cach chinh xac.

e Kich thudc cia s thoi gian c6 anh hudéng dén gia tri
entropy, tuy nhién n6 khéng anh huéng quyét dinh dén
kha nang phan biét lvu mang khi bi tin céng va luu mang
binh thuong. Chon kich thudc cira s6 16n c6 thé giam
duogc s6 lugng tinh toan, nhung giam kha ning phét hién
s&m tan cong. Nguoc lai, chon kich thuéc cira 6 nho 1am
taing kha nang phat hién sém tan coéng, nhung yéu cau
luong tinh toan 1én hon.

3.2. M6 hinh h¢ théng phat hi¢n tAn cong DDoS online dwa
trén entropy

Luan van thir nghiém md hinh hé théng phat hién tan cong

DDoS online dya trén entropy caa IP ngudn nhu biéu dién trén Hinh

3.7. Theo md hinh nay, dit liéu géi tin duoc thu thap trong diéu kién
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may chu hoat dong binh thuong dé tinh todn mau entropy sir dung
cho giai doan phat hién. M6 dun phat hién thuc hién viéc giam sat,
bat cac goi tin giri tir nguoi dung dén méy chii dé tinh toan entropy
cho phat hién tan cong DDoS. Coéng cu md phong sinh tan cong
DDoS dung cho thir nghiém phét hién. Két qua phat hién tuong tu

Vi cac thir nghiém thuc hién véi cac tap di liéu offline.

May mo phong tan .| May chi cin giam
cong DDoS sdl

k.

A

— —

Thu thip luu hoong Miu entropy Mo dun phat hién
binh thudmg luru luwgng tan cong DDoS
binh thurémg

—_ I

Hinh 3.7: M6 hinh h¢ thong phat hién tan cong DDoS online dua

trén entropy

3.3. Két luan chwong 3

Chuong 3 mé ta céc thir nghiém va két qua phat hién céc
cudc tan cong DDoS sir dung céc tap dir liéu NZIX va CAIDA. Qua
céc thir nghiém ching ta c6 thé thiy md hinh phét hién tan cong
théng qua viéc tinh toan entropy la dang tin cay do entropy ctra luu
luong tan céng c6 mién gia tri khac biét rd nét vai mién gid tri cua
entropy khi luu lugng mang binh thuong. Tuy nhién, c&c thi nghiém
méi chi dwoc thuc hién trén mot tap dir liéu nho, can cd nhiéu thir

nghiém vai céc tap dir liéu khac dé co danh gia khach quan hon.



20

KET LUAN
Céc két qua dat dwoc

e Trinh bay khai quat vé tan cong DoS/DDoS, bao gom cac ky
thuat tin cong DoS dién hinh va kién trlic tan céng DDoS;

e Hé thdng hoa céc giai phap phong chdng tan cong DDoS;

e Xay dung va thtr nghiém mé hinh phat hién tin cong DDoS
dira trén entropy cua IP nguon;

e Thi nghiém mé hinh hé théng phat hién tin cong DDoS
online dya trén entropy.

Huwéng nghién cieu tiép theo
Luan vin c6 thé duoc nghién cuu tiép theo cac hudng sau:

e Thuc hién bd sung cac thir nghiém trén cac phan di liéu 16n
hon cua tap di liéu NZIX va CAIDA, va thtr nghiém trén cac
tap dir lidu khac dé co danh gia tong thé va khach quan hon;

e Xem xét, danh gia vé hiéu ning va kha ning phat hién som

tan cong DDoS ciia md hinh phét hién.
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